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Best Practices
for electronic communication about students
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We understand that email is an integral form of communication in our jobs.    

· Guidelines 

· Only email identifying (name, DOB, grade) information about a student to other staff that need to know (ex: other special services staff, case managers, department chairs, administrators, etc.) 
· Whenever possible, use initials rather than the whole name 
· Whenever possible, password protect attached documents with identifying information (see attached instructions)
· Before sending the email with the student’s identifying information, pretend that you are going to CC the email to a judge.  If you feel comfortable with a judge reading your email in court, then send it.    
· Never use personal email accounts to send/receive information about students.  Only use your district email account.  















How to password protect a Word Document: 
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Click “Encrypt with Password” 
Enter a password (ex: student’s birthdate).  
Do not send the password to the recipient in the same email as the attachment – send the password in a separate email.   




How to password protect a PDF: 
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Click “Encrypt with Password” 
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Enter a password (ex: student’s birthdate).  Click ‘OK’ and then save the document.  Do not send the password to the recipient in the same email as the attachment – send the password in a separate email.   
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Password Security - Settings

Compatibity: | Actobat 7.0 and later v
Encryption Level: 128-bit AES
Select Document Components to Encrypt
© Encrypt al document contents
O Encrypt al document contents except metadata (Actobat 6 and later compatible)
O Encrypt only fie sttachments (Acrobat 7 and later compatible)

@ Al contents of the document il be encrypted and search engnes will not b able to sccess the document's metadsta.

— WA Require a password to open the document

Document Open Password:  [FRSY . ek

@ Thispassword villbe required to open the document.
Permissions

[ Restrict edit

Change Permissions Password: I ot Rated

Printing Allowed: | High Resolution

and printing of the document, A password will be required in order to change these permission settings.

Changes Allowed: |Any except extracting pages.
Enable copying of text, images, and other content

Enable text access for screen reader devices for the visually impaired
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